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Privacy Policy and Terms of Service
Privacy Policy

The following Privacy Policy applies to the CA Bridge Connect website, platform, text messaging, phone,
and chat services. CA Bridge Connect was developed by CA Bridge, a program of the Public Health
Institute’s Bridge Center and a California non-profit entity, with funding from the California Department
of Health Care Services.

1. Introduction

n u

CA Bridge Connect (“we,” “our,” “us”) respects the privacy of individuals who use our digital navigation
platform (the “Service”). This Privacy Policy explains how we collect, use, share, and secure personal
information under applicable laws, including the California Online Privacy Protection Act (“CalOPPA”) and
the California Consumer Privacy Act as amended by the California Privacy Rights Act (collectively,
“CCPA/CPRA”"). This Privacy Policy covers your use of CA Bridge Connect, including our website
(cabridgeconnect.org) and all associated communication services and features.

Important: The Service does NOT collect or store information about you from any of your care providers,
insurance providers, or business associates, or protected health information (PHI) as defined by the
Health Insurance Portability and Accountability Act of 1996 (“HIPAA”).

2. Information We Collect

We collect information to provide and improve our Service. The types of information we collect fall into
the following categories:

Category Data Source

User data Name/Nickname, Phone You or an authorized caller
Number, ZIP Code, County, Age,
Race, Ethnicity, Gender, Barriers
to treatment, Type of Help
Looking For, Insurance
Preference, Navigation Status,
Navigation Outcome, Treatment
Referral Name, Referral Date,
Treatment Outcome, Treatment
Start Date, Treatment Location,
Treatment Plan, Medication
Needs, Navigator Notes, SMS
Consent
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Communication data SMS Content and Timestamps, Amazon Connect,
Call Timestamps, Voicemail Amazon Pinpoint
Recordings
Platform Activity Logs Navigator Platform Audit Trails, | Amazon Connect
Page Interactions

3. How We Use The Information We Collect

To coordinate referrals, callbacks, and follow-up support in connecting people to addiction
treatment.

To send transactional SMS and voice communications.

To monitor and improve platform performance and user experience.

To comply with applicable legal and regulatory obligations.

To produce de-identified statistics for grants, research, and program evaluation. This means we
remove any information that could directly identify someone before using data for these
purposes.

We do NOT use personal information for targeted advertising.

4. Cookies and Tracking Technologies; Do Not Track Disclosures

We do not track your online activities over time or across third-party websites or services.

We do not use cookies, web beacons, pixels, local storage, device fingerprinting, session replay,
or similar tracking technologies on our website, chat, or SMS interfaces.

We do not permit third-party advertising or analytics cookies on our site and do not participate
in cross-site targeted advertising.

Because we do not track you online, our website does not respond differently to “Do Not Track” (DNT)

signals.

5. Compliance

We recognize user rights to know, access, delete, and correct personal information subject to
legal and regulatory requirements.

We operate CA Bridge Connect on the basis of the express consent of users to receipt of and
communication via SMS messages.

We do not respond to “Do Not Track” signals and there are no third parties tracking users on our
site.

6. Sharing of Information

We share information only:
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1. With Service Providers (e.g., Amazon Web Services) under written data-processing agreements that
restrict further use;

2. With addiction treatment providers to coordinate referrals at your direction;

3. If required to do so by law or in response to requests by public authorities (e.g., a court order, or
government agency request);

4. As de-identified or aggregated data for analytics or reporting.

We do NOT sell or rent personal information. We only share your information as described above to the
extent necessary to provide you with the services described in our Terms of Service and to comply with
law or a court order, so there are no means to further limit the use of your information.

6. SMS & Voice Communications

By providing a telephone number, users consent to receive voice calls from the Service. By sending an
SMS and agreeing to terms, or by providing verbal or written consent to receive SMS messages, users
consent to receive SMS messages. The initial SMS message includes opt-out instructions (e.g., reply
“STOP”).

7. Cancellation; Data Retention

You may cancel your participation in the Service at any time by emailing Info@cabridgeconnect.org with
your phone number, or by calling 1-(800)-944-1807. After cancellation, you will no longer receive phone
or SMS communications from us. Regardless of whether you cancel or continue participation, your
personal information and communication logs are retained for 5 years unless a longer period is required
by contract or law. Furthermore, de-identified or aggregated data may be retained indefinitely.

8. Security Measures

We implement technical and organizational measures to protect your personal information from
unauthorized access, such as:

Encryption in transit (TLS 1.2+) and encryption at rest with AWS Key Management Service (KMS)
Role-based access control

Multi-factor authentication and least-privilege access

Annual risk assessments, workforce privacy/security training, and documented
incident-response procedures

9. Your Rights
Depending on applicable law, you may have the right to:
® Access or receive a copy of your personal information
® Request correction or deletion (subject to legal exceptions)

e Opt out of SMS communications

e Opt out of phone calls
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To exercise these rights, email Info@cabridgeconnect.org or call 1-(800)-944-1807.

10. Privacy of Minors

The Service is not directed to or intended for individuals under 18 years of age. We do not knowingly
collect personal data from minors under 18. If such data is discovered, it will be deleted promptly.

11. Changes to This Policy

We may update this Privacy Policy from time to time. Material changes will be posted on the website
and, where required, communicated by email or SMS.

12. Contact

CA Bridge Connect

Public Health Institute
555 12th Street, Suite 600
Oakland CA 94607

Info@cabridgeconnect.org
1-(800)-944-1807
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